IT-CNP, Inc.

Cyber Security Capabilities

Information Management Solutions
[¥] Network Security [¥] Software Development
[¥1 Network Management [¥] Configuration Management
[¥] Database Security [*11T Project Management
[¥] Database Management [l Customized Training
Cyber Security Solutions
[FINIST, DITSCAP C&A

[¥] Security Assessment

[¥1Policy Development
[¥] Action Planning

[*] Incident Response
[¥] Cyber Security V&V

[¥] Security Research

[¥] Security Compliance

Hosting Solutions

[*]Full System Hosting ~ [¥] Server Colocation

[*] Disaster Recovery [+] Microsoft Hosting

[+] Data Archival [+] Data Backup

[*] Managed Services [¥] Hosted Solution C&A

Custom Helpdesk Solutions
[¥] Custom Helpdesk
[+] Application Helpdesk

[¥] Call Center Services
[=] Full Solution Helpdesk

Contract Uehicles

[F] GSA Schedule 70 [FINIH CIO-SP2i
[F1SBA 8(a) [FIFAA BITSII
[FINSANSETS Il [F1DHS EAGLE

Certifications
[*]SBA 8(a) & SBA SDB [*] State of Maryland MBE
[¥] City of Baltimore MBE [¥] Other Certifications

YN Schedule

Contract GS-35F-0313N
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Headquartered in close proximity to
Washington DC, IT-CNP is a premier
provider of enterprise government
oriented information management,
effective cyber security, hosting and
customized helpdesk solutions.

Effective managed implementation of
comprehensive and effective cyber
security strategy has become one of
the most important national priorities
of our times. Each government
agency is individually responsible for
continuation of improvements in its
cyber security posture.

With comprehensive cyber security
and other critical telecommunications
demands increasing while workforce
decreasing, government agencies
and other organizations experience
an increased need for cyber security
capabilities and improved cyber
security management, control and
response techniques.

IT-CNP’s robust cyber security
solutions practice consists of
FISMA-compliant cyber security
solutions that include information
security policies, assessment of
threats, including their likelihood
and impact, contingency planning,
periodic risk assessment, security
audit, efficient security compliance
reporting as well as independent
security verification and validation.
(IV&V).

Strategic Cyber Security
Support Services

IT-CNP provides expert cyber
security support consulting advice,
guidance, and facilitation regarding
current cyber security practices,
improvements, services, and other
support products in order to assist
agencies with their cyber security
program management and efforts
which enable them to meet new

Proactive internal cyber security controls assure:

[E] Uninterrupted availability of information system resources

[£] Confidentiality and integrity of information systems and their contents
[F] Effective robust user authentication and access controls

[F] Increased security of communications and critical infrastructure

[£] Interoperability of systems for authentication on networks

[£] Compliance with information technology security requirements

[F] Standardization of security settings for a wide range of systems

[£] Reliability, confidentiality and integrity of information exchange

[F] Existence of accountability mechanisms assuring security compliance

IT-CNP provides specialized cyber
security services that assist agencies
in providing a safe and secure cyber
environment, in which to carry out
critical business activities while
implementing a departmental cyber
security process to ensure that cyber
security related policy directions as
defined by legislative requirements
as well as President's Management
Agenda guidance and circulars on
cyber security are implemented
consistently across the complex.

cyber security challenges and
continuously improve their mission
performance.

By identifying vulnerabilities and
implementing corrective measures,
IT-CNP's security experts assist
government agencies to effectively
reduce the number of opportunities
for system compromise, resulting
in an overall improvement in the
level of protection afforded our
information resources.

IT-CNP, Inc.
9160 Red Branch Road
Columbia, MD 21045

Tel:
Fax: 410-884-0412
Web: www.IT-CNP.com
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